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FBP3 8
106 04 VMware Virtual USB Mouse HftZ#R: USB Composite Device
1 Os VMware Virtual USB Tablet EfthgFR: USB Input Device
=) 10 )
’ = Os VMware Virtual USB Hub HEFR: Generic USB Hub
© FxiEE 3
© sEmEs i [mi4 VMware Virtual USB Hub EfthZFR: Generic USB Hub
28 WMTHAR 195 Os VMware Virtual USB Hub HhEZFR: Generic USB Hub
RGRS 572
> B RERH 67
£ wpESR 52
E TTEE 48

9 USBRUE{EMIC.. 10

& BiHER 211 s

> B ReEE 2
ca &#: SMI USB DISK USB Device
> 0 FEHER 362
y I/ =& _HA: SMI_USB DISK 1100

B Ens 2 lofsiin: EEERR: SMI USB DISK USB Device, E\ ST 30G

B mfrst 165 @RS AAODO00000000489 |
> O pomEEE 1 s, Storage

RSHE 32 ig#ELhlzEE: USB\VID_090C&PID_1100\AA00000000015053
> io BHAZR 13722 HREAETE: 2022-02-05 06:26:11
BEEANE: 2025-10-15 17:57:52
F|fEseHaia: 2025-10-15 17:57:52

> B WEEEHE 1276

%Sh\m?ache ) a4 = USBSTOR
> A winto@ 7 iD: USB\VID 090C&PID_1100&REV 1100 USB\VID 090C&PID 1100
> B mE 554 ig@Guid: (36fc9e60-c465-11cf-8056-444553540000}
it 191 ) (36fc9e60-c465-11cf-8056-4445535400000010

J)
iii

28842: 18#43-clash.aff/5X6/Windows/System32/confia/SYSTEM

flag{AA00000000000489}

3. BEPRETHRIEIE "Ficash”, BAHMEAET "globaldns" IR RS BSHNRIER B XX H
F, FERvmesstMHYMIREBRH S MAUUID (£2XF)



[ [ febf3-clashaff/ $5E6 / Users/ caster / AppData / Roaming / comfollow / clash / profies profiles e Q| |Es

- e 0= [ — = amm =sma )
Recovery V o wF v B @SRV @ @R vV g v i
+ 1 Sysem Volume o, ¢ o . ity i
s [=p3 8576
- os sske "
78] R o 04 381K8 2022-02-05 06:31:28 2022-02-05 06:31:28. EiCE
+ 5 30 Objects )
e
+ Lol s
+ 0 locllow 14
— MRoming
Adobe
- combolow 12
O Mo
Aoplicaton Dats
% comtaas !
Cookies 0
+ 5 Desdop 2
+ Documents. 1 HES LN
+ 8 Downloads e 1640131145 Ayaml T — ¢
+ 1 Favores 2| R yem
- s sl osmoxs ®
Local Settings 0 556 K8 ]
=t . i 2022.02-05 06:29:00
i 2022.02-05 06:29:00
My Bosimests feaEE: 2022-02-05 06:29.00
Netriood ° | msesi: 35001
+ e picures | ewe fesssh 14514 yami
PrintHood m: SO
Recent o rwm ®
- SedGames 1
+ 1 Soarches B
SendTo
Templates o
+ 5 Videos :
+ 0 et 5
P .
N\

pres] 7R

PAGE ZOoom HIGHLIGHT @

84BD-04514CBB52B9, udp: true, tls: true, skip-cert-verify: false, flow: '’, client—
fingerprint: chrome, servername: ha. ji.me, reality-opts: { public—key:
hAjImIbOnAnBeIlUdUoHaJiDaAiYiDiNaLuMiAoMido, short—id: hAjImIbO }, network: grpc, grpc—opts:
{ grpc-service—name: tj } }

— { name: flagh, type: vless, server: zhu.ji.chi, port: 11451, uuid: F2BE4BD1-872F—4FB0-
84BD-04514CBB52B9, udp: true, tls: true, skip—cert-verify: false, flow: '’, client—
fingerprint: chrome, servername: ha. ji.me, reality-opts: { public—key:
hA jImIbOnAnBeI1UdUoHaJiDaAiYiDiNaLuMiAoMiAo, short-id: hAjImIbO }, network: grpc, grpc—opts:

{ grpc—service—name: tj } }

— { name: welcome, server: bala.baba.ba, port: 11451, type: vmess, uuid: AB9EGE97-A28E-
4262-8584-48DTF850D531, alterId: O, cipher: auto, tls: false, skip—cert—verify: true, udp:
true, tfo: false}

— { name: flag7, type: trojan, server: u.cc.you, port: 443, password: “niceworkdude” }
— { name: flag8, type: trojan, server: u.cc.vyou, port: 443, password: “niceworkdude” }

name: flag9, type: trojan, server: u.cc.you, port: 443, password: “niceworkdude” }

Proxy-groups:

flag{AB9E6E97-A28E-4262-8584-48D7F850D531}

4. BRASAEXHE, MRT ST ENNREREXMS, 154 BRFRIZXFRKASID



(=ms =a®n = ARXE = BREH = fEiR = SID = BESRIE

v 5 i@H3-clash.aff 7/18533
> @ s - @ v (v @8 Vv & v oEg® |V em | sm Y
e 1881 01 Administrator FHMKF [ZEEE BRI BN RAENKE $-1-5-2%
B 548 23 02 Guest FHRKF  [ZEER BRESELT B aA TR E $-1-5-21-..
£ ke 1
O3 DefaultAccount  ZHBlKF  [2SE3RD) REEENREFHK,, $-1-5-21-,.,
@ BPRE 8
B wrisrcs 106 04 WDAGUtility... Ak F45)9 Windows Defender RIFFFERFHI#FY3...  S-1-5-21-..
D FiEiE 1 Os caster A [ §-1-5-21-.. 2025-10-15 19:24:49
9 =aea
> O BRER 1o 6 SYSTEM ESTIY $-1-5-18
© FHEE 6
O sEEs " (mf LocalService At $-1-5-19
o8 WMTAAR 195 Os NetworkServi...  Ztir $-1-5-20
RERS 572
> & R 67
E mpuEs 52
= ATEF 48
& USBig&; 8
& USBRIEEMBIER 10
& BHER 211
> = mERE 28
> B BHER 362
= gt 3 N
T ESEAER -
B muniTsi 165
> O RrymaEE 1 o casten
> © B 2 o
R
> Fo AT 13722 SID: S-1-5-21-2839104552-2639793746-125108461-1001
> B BHESHH 1276 BEER 2025-10-15 19:24:49
2 ShimCache 41 St agadiE:  2185-07-22 07:34:33
> A win10iEm 7 /8 wERsER: B
> B gEmE 554 BRRE: 6
B (it 191 mrER: C\Users\caster
L LM HASH: aad3b435b51404eeaad3b435b51404ee
A s 2
_ NT HASH: 31d6cfe0d16ae931b73c59d7e0c089c0
i EsRH 273 S &
[=Fa =23 4
> Qe 20

flag(S-1-5-21-2839104552-2639793746-125108461-1001)

5. BRTERINNIE TE T —NPOFH#IT THED, BAHITERBFRNREFTIS

=ps =zn Skb = enmEm = = 2ma
Pl Vo o®F v @ &% YV ®m &% Y g v
o 14852 2025-10-15175134  2025-10-15192836  1@bA3-clash.afi/sy e/ B RANEROISIL oo

nf 0
o s
Word 32t

> 5 misiExt

FARAE  XSWE PAEEEE

RonBox Prol % % ¥ % k% KB R EKEEEEEEEEEAE AL LAY

2025-10-15 192836 EE R KRR R R R R KRR KRR R R R

J: 2025-10-15 19:28:36
101336 P

lash.aft/4) 6/ TS/ B BRVSE pof

* %+ + AJF8-TK22-MSQT-RATE

P
L %% TiRonBox Pro] & # % # &
Dokkserr £k hus

GokkEEEkERE R AN
AR R R R R R AR R E AR

N

flag{A3F8-JK22-MSQT-R4T6}

DFIR-RAID

BN (latf4], HIFLUTREER.
HIBEETFRAFZREBMGETR T, FERENHMELE.
RS R FFHnOS. MD-RAID. LVMAIbtrisHy$iEImE M EE

1. 43S HXAIUUID (F: 84f012d9-1880-4306-9ce3-00695f81771c)

S Hie44-raid-1.E01 #444-raid-2. EOTXHFAIRAWRE S, HEEHIIVMDKIET,
gemu-img.exe convert -pO vmdk r1.001 d1.vmdk
gemu-img.exe convert -pO vmdk r2.001 d2.vmdk

{HHE ¥e#14-raid-0.E01, H¥& d1.vmdk d2.vmdk &3S,



Hardware Options

Device Summary Disk file
4GB D:\TMP\20251016-qz-questions\ &2 $£\[{: }14-raid\d2.vmdk
|".FProcessors 2
fE'}HErd Disk (SCSI) 4 GB B
[ Hard Disk 2 (SCSI) 4 GB

[“\Hard Disk (IDE) 10 GB (Preallocated) Current size: 483.2 MB

CD/DVD (SATA) Auto detect System free: 1.5 TB
Network Adapter Host-only Maximum size: 4 GB
USB Controller Present

Auto detect Disk information
Using port thinprint Disk space is not preallocated for this hard disk.
[:]Display Auto detect

Hard disk contents are stored in a single file.

Disk utilities

[1] Disk utilities are available only when the virtual machine is powered off.

Defragment files and consolidate free space.

root@kkneunew:"# df -h
i Size Used fAwvail Usex Mounted on
1.96 0 .9G sdev
3940 7.9M 6
9.76 5.56 3.% /
2.06 1.4M ¢ sdeusshm
5.0M 0 5.0 srunslock
256K 57K { ssys/firmuaresefizefivars
93M 8.1HM S /boo fi
tmpfs 394M 0 394M
root@kkneunew: # blkid sdeuvssdcl
ydevussdcl: UUID="68F8- BLOCK_SIZE="512" TYPE="ufat" PARTLABEL="BOOT" PARTUUID= £8b70e-8787-4df8-9b61-f60cIdB?764dd"
root@kkneunew:"# _

flag{09f8b70e-8787-4df8-9b61-f60c9d8764dd}

2. AHAFZDINARRS HIIRAS (40: 1.14.514),

root@kkneuneuw: /var/log# ps aux | grep —-i dlna
root 1534 0.0 0.4 219156 17404 7 Ssl 16:34 0:00 susrstrimsbinsminidlnad -f susr/trim/
root 2641 0.0 0.0 6340 2164 tty1l S+ 16:37 0:00 grep —color=auto —i dlna
root@kkneunew:var/log#t susr/trim/bin/minidlnad ——help
Usage :
susrstrimsbin/minidlnad [-d]1 [-v]l [-f config_filel [-p port]
[-i network_interfacel [-u wid_to_run_as] [-g group_to_run_asl
[-t notify_intervall [-P pid_filenamel
[-s seriall [-m model_number]l
[-w urll [-r] [-R1 [-L1 [-S1 [-V] [-h]l

Notify interval is in seconds. Default is 895 seconds.
Default pid file is svar/run/minidlnasminidlna.pid.
With —-d minidlna will run in debug mode (not daemonize).
-w sets the presentation url. Default is http address on port 80
-u enables verbose output
-h displays this text
-r forces a rescan
-R forces a rebuild
-L do not create playlists
—S changes behaviour for systemd/launchd
-V print the version number
root@kkneunew:<cvar/logt susr/trim/bin/minidlnad -V
Version| 1.3.3
root@kkneunew: 7var/log#

flag{1.3.3}

3. At B AInewnewILVMBEAMUUID (KNEFEF+8F, W: FmGRh3-zhok-iVI8-7qTD-S5BI-
MAEN-NYM5Sk) o

root@kknewneu:var/log#f vgs -u
Creating directory “/etc/lumsarchive"”
Archiving volume group “neuneu" metadata (segno 4).
Creating directory “/etc/lum/backup"

ating volume group backup "setc/lum/backup/neuneuw
Attr Ext #PU #LU #SN USize UFree VUG UUID UProfile
newnew wz——n- 4.00m 1 2 1 <7.99g <5.99g B85Ygn—2Gfs—-GCV j—uNOU-4EBW-9Pxz—snxGtu
root@kkneuneu : svar/logi

(seqno 4).

flag{B85Yqn-ZGfs-GCVj-wNOU-4EBW-9Pxz-snxGtv}

MR X—FmdadmKEEEEHEERAID, PIEIE mdadm --stop /dev/md 1271/ 72 [BRAE, A
mdadm --assemble /dev/md1 /dev/sdal /dev/sdb1 FEhEE,

4. newnew-vol1 ERENXH RS uuidA (£2/hE),



newnew : /var/ log

root@kkneuneuw: var/log#t btrfs filesystem show

WARNING: adding device sdeu/mapper/neunew—-bak202510 gen 19 but found an existing devi
~anmot_scan sdevs/mapper/newnew—bak202510: File exis
one | uuid: 5ab9456c—cce?-4bcd-8e8c—-£81823£d059d

Total devices 1 FS bytes used 198.81MiB
devid 1 size 1.00GiB used 574.38MiB path sdeu/mappery/neunew-voll

root@kknewnew: /var/log#

flag{5ab9456¢c-cce7-4bcd-8e8c-f81823fd059d}

5. MEHEENEENY, MEBBEEEM, LAHEREMBEXAHNXHER (W0 resulttxt)o

root@kknewneuw : svar/log#
LV UG Attr LSize Pool Origin Datar >ta Move Log CpyxSync Convert
bak202510 neuwnew a 1.00g voll 3.20
voll newnew owi-a— 1.00g
root@kknewnew: svar/log#t mkdir mount”™C
root@kkneunew:var/log#t lIs /mnt
root@kknewneuw: var/log#t mkdir s/mnt/uvoll /mnt/bak202510
root@kkneuwneuw: svar/log#t mount ‘mapper/
control newnew-bak202510 newnew-bak202510-cow neuwnew-voll nNewnew
root@kkneuneuw:var/log#t mount /deus/mapper/neunew-voll /mnt/voll
root@kknewneuw: svar/log#t mount ~sdeuv/mapper/newnew—bak202510 /mnt/bak202510/
root@kkneuwneuw: var/log#t cd /mnt
root@kkneuwneuw:/mnt# Is

root@kknewnew:/mnt#

root@kknewnew: /mnt# 1s

root@kknewnew: /mnt#t diff ——brief bak202510/ volls
[Common subdirectc 2 bak C e and voll/Code
subdirec s bak ic and vollMusic
bak thunb and voll/thumb
mt# diff -r f bak202510/ vol1
desaxun: cred
510,/Code/dubbo,dubbo-conf igcenter/dubbo-conf igcenter-zookeeper/src/test java org apache /dubbo/conf igcenter/support /zookeeper : 2 rDynamicConf
java
in voll/thumb: Code
root@kkneuneu : /mnt#

flag{ZookeeperDynamicConfigurationTest.java}

DFIR-;RED

Bat (KM5], HMLITRRES.
1. W E RGBT

Conversation Settings Ethernet - 4 IPv4 - 6 IPv6 TCP- 16 UDP -7

. Address A 4 Address B HH Bytes Stream ID Packets A — B

2 192.168.122.1 192.168.122.187 648 367 kB 398
Rt 19216812223 192 168122 187 8550 1. MR 4,277

R A 192.168.122.75 192.168.122.187 199 621kB 112
SRR 192.168.122.187 39.156.70.37 g 78457 4
192.168.122.187 101.6.15.130 67 49 kB 29

192.168.122.187 146.75.114.132 10 1kB 6

MEG) HERC) SHA) FHHS) HEY) BHW) TEM #EH)
ADAGO mABAXR R e=>2=¢ 3 B

N ipstreameq 5

No. Time 3 Destination Protocol  Length  Info
3096 102.729381  2025-10-23 :12.635824 .168.122. .168.122. 74 37358 » 6379 [SYN] Seq=8 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2111224904 TSecr=0 WS=128
3091 102, 2025-10-23 635890 .168.122. +168.122. 74 6379 » 37358 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK_PERM TSval=1234109597 TSe
3092 162. 2025-10-23 635933 .168.122. .168.122. 66 37358 > 6379 [ACK] Seq: i 111224965 TSecr=1234109597
162.729519  2025-10-23 5 168 2120 Request: AUTH default aaaaaa
3094 102. 2025-10-23 00:16:12.635988 .168.122. .168.122. 6379 > 37358 [ACK] Seq=1 Ack=40 Win=65152 Len=0 TSval=1234169597 TSecr=2111224985
3095 102.729648  2025-10-23 00:16:12.636691 192.168.122.187 192.168.122.75 RESP 130 Response: Error: WRONGPASS invalid username-password pair or user is disabled.
3096 102.729679  2025-10-23 00:10:12.636122 192.168.122.75 192.168.122.187 Tcp 66 37358 » 6379 [ACK] Seq=4® Ack=65 Win=64256 Len=0 TSval=2111224905 TSecr=1234109597
3097 162.729716  2025-10-23 60:16:12.636159 192.168.122.75 192.168.122.187 RESP 93 Request: COMMAND DOCS
3698 102.729760  2025-10-23 00:10:12.636203 192.168.122.187 192.168.122.75 RESP 160 Response: Error: NOAUTH Authentication required.
3099 102.729798  2025-10-23 0:16:12.636241 192.168.122.75 192.168.122.187 RESP 92 Request: INFO SERVER
3100 162.729840  2025-10-23 00:10:12.636283 192.168.122.187 192.168.122.75 RESP 160 Response: Error: NOAUTH Authentication required.
3101 102.729881  2025-10-23 €0:10:12.636324 192.168.122.75 192.168.122.187 RESP Request: COMMAND
3102 162.729917  2025-16-23 60:10:12.636360 192.168.122.187 192.168.122.75 RESP Response: Error: NOAUTH Authentication required.
3105 102.773471  2025-10-23 00:10:12.679914 192.168.122.75 192.168.122.187 TcP 37358 » 6379 [ACK] Seq=110 Ack=167 Win=64256 TSval=2111224949 TSecr=1234109557

3110 104.525681  2025-10-23 O 432124 192.168.122.75 192.168.122.187 Tcp 37358 6379 [FIN, ACK. ke H 111226761 TSecr=1234109597
3111 104.525870 2025-10-23 00:10:14.432313 192.168.122.187 192.168.122.75 TcP 6379 » 37358 [FIN, ACK i 234111393 TSecr=2111226701
3112 104.525946  2025-10-23 00:10:14.432389 192.168.122.75 192.168.122.187 TP 66 37358 > 6379 [ACK] Seq i 234111393

3120 113.403869  2025-10-23 00:10:23.310312 192.168.122.75 192.168.122.187 TP 74 46688 » 6379 [SYN] Seq=@ Wi MSS=1460 SACK_PERM Tsval=2111235578 TSecr=0 WS=128
3121 113.403991  2025-10-23 .310434 192.168.122.187 192.168.122.75 Tcp 74 6379 » 46688 [SYN, ACK i 460 SACK_PERM TSval=1234120271 TSe
3122 113.404031  2025-10-23 00:10:23.310474 192.168.122.75 192.168.122.187 TP 66 46688 - 6379 [ACK] Seq i 111235578 TSecr=1234120271

3123 113.404059  2025-10-23 00:10:23.310502 192.168.122.75 192.168.122.187 RESP 112 Request: AUTH default 1234567querc

3124 113.404111  2025-10-23 00:10:23.310554 192.168.122.187 192.168.122.75 Tcp 6379 » 46688 [ACK] Seq=1 Ack=47 Win=65152 Len=0 TSval=1234120271 TSecr=2111235578

3125 113.404206  2025-10-23 00:16:23.310649 192.168.122.187 192.168.122.75 RESP Response: Error: WRONGPASS invalid username-password pair or user is disabled.
3126 113.404230  2025-10-23 00:10:23.310673 192.168.122.75 192.168.122.187 Tcp 46688 » 6379 [ACK] Seq=47 Ack=65 Win=64256 Len=0 TSval=2111235579 TSecr=1234120272
3127 113.484271  2025-16-23 €0:10:23.316714 192.168.122.75 192.168.122.187 RESP Request: COMMAND DOCS

3128 113.404344  2025-10-23 00:10:23.310787 Response: Error: NOAUTH Authentication required.

3129 113.404374  2025-16-23 €0:10:23.316817 192.168.122.187 RESP 92 Request: INFO SERVER
3136 113.404438  2025-10-23 00:16:23.310881 .168.122. . Response: Error: NOAUTH Authentication required.
3131 113.404473  2025-10-23 00:10:23.310916 .168.122. 192.168.122. Request: COMMAND

Frame 3093: 105 bytes on wire (849 bits), 105 bytes captured (840 bits)
Ethernet IT, Src: 52:54:0:30:db:b4 (52:54:00:30:db:b4), Dst: 52:54:60:58
Internet Protocol Version 4, Src: 192.168.122.75, Dst: 192.168.122.187

Transmission Control Protocol, Src Port: 37358, Dst Port: 6379, Seq: 1, Ack: 1, Len: 39

1f (5

REdis Serialization Protocol

~ Array: Length 3
Length: 3
» Bulk String: AUTH
» Bulk String: default
» Bulk String: aaasaa



flag{redis}

2. WEEE ZRNRERD

MHE)  $HEE) BV HERQ)  #HiA)
ADAO mARR R e>m=t 3 E

N lipstream eq 5

BIEE) SIS WEY  FLEW) )

aq

Tam

Q mm

No. Time

3090 102.729381  2025-10-23 00:

Source Destination Protocol  Length _ Info
192.168.122.75 192.168. 74 37358 » 6379 [SYN] Seq=@ Win=64240 Len=@ MSS=1460 SACK_PERM TSval=2111224904 TSecr=€

3091 102.729447  2025-10-23 ©0: 192.168.122.187 192.168. 74 6379 » 37358 [SYN, ACK] Seq=@ Ack=1 Win=65160 Len=0 MSS=146@ SACK_PERM TSval=123419
3092 102.729490  2025-10-23 00: 192.168.122.75 192.168. TP 66 37358 » 6379 [ACK] Seq=1 A Win=64256 Len=0 TSval=2111224905 TSecr=1234109597
3093 102.729519  2025-10-23 60: 192.168.122.75 192.168. RESP 105 Request: AUTH default aaaaaa

3094 102.729545  2025-10-23 00 192.168.122.187 192.168.122.75 Tcp 66 6379 » 37358 [ACK] Seq=1 Ack=48 Win=65152 Len=0 TSval-1234109597 TSecr=2111224905
3095 102.729648  2025-10-23 00 192.168.122.187 192.168.122.75 RESP 130 Response: Error: WRONGPASS invalid username-password pair or user is disabled.
3096 102.729679  2025-10-23 00 192.168.122.75 192.168.122.187 Tcp 66 37358 » 6379 [ACK] Seq=4 Ack=65 Win=64256 Len=@ TSval=2111224965 TSecr=1234109597
3097 102.729716  2025-10-23 00:1 192.168.122.75 192.168.122.187 RESP 93 Request: COMMAND DOCS

3098 102.729760  2025-10-23 00: 192.168.122.187 192.168.122.75 RESP 100 Response: Error: NOAUTH Authentication required.

3099 102.729798  2025-10-23 00 192.168.122.75 192.168.122.187 RESP 92 Request: INFO SERVER

3100 162.729840  2025-10-23 00 192.168.122.187 192.168.122.75 RESP 100 Response: Error: NOAUTH Authentication required.

3101 102.729881  2025-10-23 @0
3102 102.729917  2025-10-23 @0
3165 102.773471  2025-10-23 00
3110 104.525681  2025-10-23 ©0:

192.168.122.75 192.168.122.187 RESP 83 Request: COMMAND

192.168.122.187 192.168.122.75 100 Response: Error: NOAUTH Authentication required.
192.168.122.75 192.168.122.187 66 37358 » 6379 [ACK] Seq=110 Ack=167 Win=64256 Len=0 TSval=2111224949 TSecr=1234109597
192.168.122.75 192.168.122.187 66 37358 » 6379 [FIN, ACK] Seq=110 Ack=167 Win=64256 Len=0 TSval=2111226761 TSecr=12341
3111 104.525870  2025-10-23 60 192.168.122.187 .168.122.75 66 6379 » 37358 [FIN, ACK] Seq=167 Ack=111 Win=65152 Len=0 TSval=1234111393 TSecr=21112
3112 104.525946  2025-16-23 60 192.168.122.75 .168.122.187 66 37358 - 6379 [ACK] Seq=111 Ack=168 Win=64256 Len=0 TSval=2111226701 TSecr=1234111393
3120 11: 2025-10-23 00: .. 192.168.122.75 . .122.187 74 46688 » 6379 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2111235578 TSecr=¢
3121 113.. 2025-10-23 00 .. 192.168.122.187 . .122.75 74 6379 » 46688 [SYN, ACK] Seq-O Ack-l Irhn-ﬂSlEO

3122 113. 2025-10-23 00: 5 .168.122.75 .168.122.187 66 46688 > 6379 [ACK] Se 20 TSval=2111235578 TSecr=1234120271

3124 113.. 2025-10-23 R 192.168.122. .168.122.75 66 6379 » 46688 [ACK] Seq-1 Ack=47 Win=65152 Len=0 Tsval=1234120271 TSecr=2111235578
3125 113.. 2025-10-23 192.168. .122.75 130 Response: Error: WRONGPASS invalid username-password pair or user is disabled.

3126 113.404230  2025-10-23 @0: 192.168.122.75 192.168.122.187 TcP 66 46688 » 6379 [ACK] Seq=47 Ack=65 Win=64256 Len=0 TSval=2111235579 TSecr=1234126272
3127 113.404271  2025-10-23 @0: 192.168.122.75 192.168.122.187 RESP 93 Request: COMMAND DOCS

3128 113.. 2025-10-23 192.168.122.187 .122.75 100 Response: Error: NOAUTH Authentication required.

3129 113. 2025-10-23 - 192.168.122.75 .168.122.187 92 Request: INFO SERVER

3130 113.. 2025-10-23 - 192.168.122.187 .168.122.75 100 Response: Error: NOAUTH Authentication required.

3131 113.404473  2025-10-23 223, 192.168.122.75 .168.122.187 83 Request: COMMAND

Frame 3123: 112 bytes on wire (896 bits), 112 bytes captured (896 b)t;»
Ethernet II, Src: 52:54:00:30:db:b4 (52:54:00:30:db:b4), Dst: 52:54:00:58:8b:1f (52:54:00:58:8b:1f)
Internet Protocol Version 4, S .168.122.75, Dst: 192.168.12: 2 187
sion Control Protocol, Src Port: 46688, Dst Port: 6379, Seq: 1, Ack: 1, Len: 46
don Protocol

» Bulk String: AUTH
» Bulk String: default
» Bulk String: 1234567querc

flag{1234567qwerc}

3. WA RFENRI LR

2025-10-23 126.195136 3 1]
16.288695 2025-10-23 $26.195138 59 n
2825 18 23 .195160 - estredis

.288869 2025 10-23 00:10:26. 195312
16.288896 2025-10-23 .195339
16.288948 2025-10-23 .195391
16.289001 2025-10-23 .195444
289018 2025-10-23 .195461
20.588372 2025-10-23 494815
20.588562 2025-10-23 495005
.630720 2025-10-23 .537163
25.143179 2025-10-23 049622
25.143386 2025-10-23 049829
.143449 2025-10-23 049892

o
o

N
IS

.294593 2025-10-23 :10:39.201036
29.294625 2025-10-23 .201068
33.795218 2025-10-23 .701661
33.795467 2025-10-23 .701910

w ©

33.795542 2025-10-23 .701985
40.726434 2025-10-23 .632877
40.726606 2025-10-23 .633049
40.726657 2025-10-23 .633100
46.290169 2025-10-23 .196612
46.295695 2025-10-23 .202138
46.295725 2025-10-23 .202168

48.171576 2025-10-23 00:10:58.078019
48.171759 2025-10-23 00:10:58.078202

po0: 120 bytes on wire (960 bits), 120 bytes captured

II, Src: 52:54:00:3 b:b4 (5.

Protocol Version 4, Src: 192.168.122.75, Dst: 192.1
fssion Control Protocol, Src Port: 46704, Dst Port: 63
prialization Protocol

Length 3
ngth: 3
1k String: set

Length: 3

Value: 736574

1k String: \n\n\n<?php phpinfo() ;2>\n\n\n

Length: 25
Value: @a@ada3c3f70687020706870696e666F2829203b33et

flag{/usr/share/caddy/testinfo.php}



